I Claim: 



1 . An electronic mail system, comprising: 

a first coniputer on which is installed message origination software and which is 
connected to a network capable of carrying an electronic mail message; 

at least one recipient computer also connected to said network; and 
a viewer applet, 

wherein said message origination software is arranged to permit an originator of 
the electronic mail message to select a date, time, or event, the occurrence of which will 
cause said electronic mail message and all designated incamations thereof to expire, 

wherein said date, time, or event is attached to the electronic mail message by the 
message origination sofitware prior to transmission over said network, and 

wherein said electronic mail message is encrypted so that it may only be viewed 
using said viewer apple^ upon installation of said viewer applet on said at least one 
recipient computer, whereby upon the occurrence of said date, time, or event, said 
electronic mail message n^ longer may be viewed using said viewer applet. 

2. An electronic mail system as claimed in claim 1, fiarther comprising a central 
electronic mail server connected to said networKT said message origination 
software being arranged to send said electronic mail message to said electronic 
mail server, said electronic mail server being arranged to store said electronic mail 
message and, upon request by the recipient, encrypt said electronic mail message 
and stream it to said viewer applet, and said viewer applet being arranged to 
decrypt said message aa it is streamed, so as to display said message. 



3. An electronic mail system as claimed in claim 2, wherein said message is 
encrypted by said central mail server using a public key generated by the viewer 
applet, said viewer applet being arranged to generate said public key and also a 
corresponding private} key used to decrypt said message. 
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An electronic mail system as claimed in claim 2, wherein said viewer applet is 
further arranged to permit a user to request forwarding of said electronic mail 
message stored on saic^ central mail server tQ^a-secpnd recipient computer, said 
central mail server beir g arranged to encrypt and stream said message to a copy 
of the viewer applet ir stalled on said second recipient computer and, prior to 

to said second recipient computer, dovmload said viewer 
recipient computer if the viewer applet is not already 
recipient computer. 



streaming said message 
applet to said second 
installed on the second 



An electronic mail system as claimed in claim 4, wherein said message is 
encrypted by said central mail server using respective public keys generated by the 
viewer applet installed on the recipient computer and the copy of the viewer applet 
installed on the second recipient computer, said viewer applet and said copy of the 



viewer applet being arran 
corresponding private key: 



6. An electronic mail systerp 
said date, time, or event, 



ged to generate said respective public keys and also 
s used to decrypt said message. 



as claimed in claim 4, wherein upon the occurrence of 
said central electronic mail server erases said electronic 
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mail message and, because said electronic mail message is stored only on the 
central electronic mail server, terminates the existence of the electronic mail 
message anywhere in tnis universe. 

An electronic mail systetm as claimed in claim 2, wherein upon the occurrence of 
said date, time, or event, said central electronic mail server erases said electronic 
mail message and, because said electronic mail message is stored only on the 
central electronic mail server, terminates the existence of the electronic mail 
message anywhere in this universe. 



An electronic mail systenl as claimed in claim 2, wherein said message origination 
software is arranged to permit entry of processing and handling limitations, and 
wherein said processing and handling limitations are attached to said electronic 
mail message before transmission over said network. 



snl 



An electronic mail systeni as claimed in claim 8, wherein said processing and 
handling limitations are in^iplemented by said central- server in cooperation with 
said viewer applet. 



An electronic mail system 
encrypted by a central mail 



as claimed in claim 1, wherein said message is 
server before transmisskJfTfosaid recipient computer. 



An electronic mail system as claimed in claim 10, wherein said message is 
encrypted by said central ma il server using a publi^icey generated by the viewer 



applet, said viewer applet being arranged to generate said public key and also a 
corresponding private key used to decrypt said message. 



An electronic mail system as claimed in claim J^_wherein said message is 
encrypted by said message origination software using a public key generated by 
the viewer applet, said viewer applet being arranged to generate said public key 
and also a corresponding private key used to decrypt said message. 



An electronic mail system as claimed in claim 1 , wherein said viewer applet stores 



said electronic mail message in encrypted form on said recipient computer and, 
upon the occurrence of said date, time, or event, erases said electronic mail 
message. 

An electronic mail system as claimed in claim 13, wherein said viewer applet is 
arranged to forward said electronic mail me^sage-in ^encrypted form to a second 
recipient computer, wherein a copy of said viewer applet is installed on said 
second recipient computer, and wherein upon the occurrence of said time, date, or 
event, said copy of the viewer applet erases said electronic mail message. 



An electronic mail system 
forwarded to said second 



as claimed in claim 14, wherein said viewer applet is 
ecipient computer as an attachment to said electronic 



mail message, thereby causing said system to be self-propagating. 



16. An electronic mail system as claimed in claim 1 , wherein said message origination 
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software is arranged to permit entry of processing and handling limitations, and 



wherein said processing 



and handling limitations are attached to said electronic 



mail message before trankmission over said network. 



17. An electronic mail system as claimed in claim 16, wherein said processing and 
handling limitations are implemented by said-Viewer applet. 



18. A method of controlling ah 
comprising the steps of: 

before transmission of the e 



electronic mail message transmitted over a network. 



ectronic mail message over the network, attaching to 
the message a date, time, or event, the occurrence of which will cause said electronic mail 
message and all designated incarnations thereof to expire; and 

encrypting said electronic mail message so that it can only be viewed before the 
occurrence of said time, date, or e]/ent using a viewer applet installed on a recipient 
computer. 



19. A method of controlling an 
comprising the steps of initi 
said network to a central e 



message at said electronic 
encrypting said electronic mt: 
message to said viewer applet. 



elfectronic mail message as claimed in claim 1 8, further 
tiilly transmitting said electronic mail message over 
ectronic mail server, storing said electronic mail 
mail server and, upon request by the recipient, 
il message, streaming the encrypted electronic mail 
, and decrypting said electronic mail message as it 
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21. 



i 

is received by the viev^er applet so as to display said message without storing it at 
said recipient computer. 

20. A method of controlling an electronic mail message as claimed in claim 19, 
wherein said step of encrypting said electronic mail message is carried out by said 
central electronic mail server using a public key generated by the viewer applet, 
said viewer applet being arranged to generate said public key and also a 



corresponding private; 



key used to decrypt said message. 



A method of controUiijg an electronic mail message as claimed in claim 20, further 
comprising the steps c f causing said viewer applet to request forwarding of said 
electronic mail message stored on said central mail server to a second recipient 
computer, encrypting s aid electronic mail message using a public key of a copy of 
said viewer applet installed on said second recipient computer, and streaming said 
electronic message to feaid second recipient computer. 
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22. 



A method of controlling an electronic mail message as claimed in claim 21, 
wherein upon the occujTence of said date, time, or event, said central electronic 
mail server erases said Electronic mail message and, because said electronic mail 



message is stored only 



existence of the electronic mail message anywhere in this universe. 



23. A method of con 
wherein upon the 



on the central electronic mail server, terminates the 



trolliii|g an electronic mail message as claimed in claim 19, 
occurtence of said date, time, or event, said central electronic 
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mail server erases said electronic mail message and, because said electronic mail 
message is stored only on the central electronic mail server, terminates the 
existence of the electronic mail message anywhere in this universe. 



24. A method of controlling 
comprising the step of 
electronic mail message 



^ electronic mail message as claimed in claim 1 9, further 
Attaching processing and handling limitations to said 
)efore transmission over said network. 



25 . A method of controlling 
comprising the step of 
applet to implement said 



an 



26. A method of controlling 



wherein the step of 
comprises the step 
and causing said central 
transmitting it to said 



electronic mail message as claimed in claim 24, further 
Cjausing said central electronic mail server andjviewer 
processing and handling limitations. 



an electronic mail message as claimed in claim 18, 
transjnitting said electronic mail message over said network 
of trarismitting said message to a central electronic mail server 
electronic mail server to encrypt said message before 
recipient computer. 



an 



15 27. A method of controlling 

comprising the steps of 
corresponding private 
for use in encrypting saic 



key 



electronic mail message as claimed in claim 26, further 
pausing said viewer applet to generate a public key and a 
and transmitting said public key to said central server 



message. 



\ 
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28. A method of controllingj an electronic mail message as claimed in claim 18, 
wherein the step of transmitting said electronic mail message over said network 
comprises the step of encrypting said message using a public key associated with 
a private key held by the viewer applet to decrypt said message. 



29. 
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30. 



31. 



A method of controlling an ejlectronic mail message as claimed in claim 28, further 
comprising the step of causing said viewer applet to store said electronic mail 
message in encrypted form on said recipient computer and, upon the occurrence 
of said date, time, or event, frase said electronic mail message. 



A method of controlling an el 
comprising the steps of 
message in encrypted form 
occurrence of said time, 
installed on said second 



causmg 



da:e 



ectronic mail message as claimed in claim 29, further 
said viewer applet to forward said electronic mail 
to a second recipient computer, and upon the 
, or event, causing a copy of said viewer applet 
recirf>ient computer to erase said electronic mail message. 



A method of controlling an 
comprising the step of 
recipient computer as an 
causing said system to be sel|f-propagating. 



electronic mail message as claimed in claim 30, further 
forwdrding said copy of the viewer applet to said second 
atiachment to said electronic mail message, thereby 



32, A method of controlling an 

comprising the step of att^* 
limitations to said electronic 



electronic mail message as claimed in clai m 18 , further 
ching flags indicating processing and handling 
rhail message before transmission over said network. 

44 



33. A method of controllinglan electronic mail message as claimed in claim 32, further 
comprising the step of qausing said viewer applet to implemerit^aid processing 
and handling limitations 
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34. An electronic mail systerii, comprising: 

a first computer on which is installed message origination software and which is- 
connected to a network capable o f carrying an electronic mail message; 

at least one recipient computer also connected to said network; 



a viewer applet; and 
a central electronic mail 
origination software being arrangecl 
mail server, said electronic mail 
message and, upon request by the 



server connected to said network, said message 
to send said electronic mail message to said electronic 
server being arranged to store said electronic mail 
recipient, encrypt said electronic mail message and 



stream it to said viewer applet, and said viewer applet being arranged to decrypt said 
viewer applet as it is streamed so as to display said message, 

wherein said processing limijations are implemented by said central electronic mail 
server and said viewer applet. 



35. 



as 



An electronic mail system 
encrypted by said central mail 
applet, said viewer applet 
corresponding private key 



being 



used 



claimed in claim 34, wherein said message is 
server using a public key generated by the viewer 
arranged to generate said public key and also a 
to decrypt said message. 
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36. An electronic mail systtem as claimed in claim 34, wherein said viewer applet is 
further arranged to peimit a user to request^forwarding of said electronic mail 
message stored on said central mail server to a second recipient computer, said 
central mail server beirg arranged to encrypt and stream said message to a copy 
of the viewer applet installed on said second recipient computer and, prior to 
streaming said message to said second recipient computer, download said viewer 
applet to said second recipient computer if the viewer applet is not already 
installed on the second recipient computer. 

I 

37. An electronic mail system as claimed in claim 36, wherein said message is 
encrypted by said central mail server using respective public keys generated by the 

[ the recipient computer and the copy of the viewer applet 
installed on the second rec ipient computer, said viewer applet and said copy of the 
viewer applet being arranged to generate said respective public keys and also 
corresponding private ke>s used to decrypt said message. 

38. A method of controlling an electronic mail message transmitted over a network, 
comprising the steps of: 

before transmission of the electronic mail message over the network, attaching 
limitation on processing and banc ling of the electronic mail message by a recipient; 

initially transmitting said electronic mail message over said network to a central 
electronic mail server; 

storing said electronic mail message at said electronic mail server; 



viewer applet installed on 
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upon request by the recipi snt, encrypting said electronic mail message, streaming 
the encrypted electronic mail msssage to a viewer applet installed on said recipient 
computer, and decrypting said electronic mail message as it is received by the viewer 
applet so as to display said messate without storing it at said recipient computer; and 



causing said central server 
handling limitations. 



and viewer applet to implement said processing and 



39. A method of controlling an electronic mail message as claimed in claim 3 8 , further 
comprising the steps of em^rypting said electronic mail message is caffried out by 
said central electronic ma 1 server using a public key generated by the viewer 

being arranged to generate said public key and also a 
used to decrypt said message. 



applet, said viewer applet 
corresponding private key 



40. A method of controlling ar 



electronic mail message as claimed in claim 38, further 



comprising the steps of causing said viewer applet to request forwarding.of said 



electronic mail message s 



stored on said central mail server to a second recipient 

J 

computer, encrypting saiq electronic mail message using a public key of a copy of 
said viewer applet installdd on said second recipient computer, and streaming said 
electronic message to sai i second recipient computer. 



41. A computer program for 
a mail origination portion 
or event, the occurrence of 



landling electronic mail, comprising: 

arranged to permit the originator to select a date, time, 
whjch will cause said message to expire, said computer 
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program being arranged to attach said date, time, or event to said electronic mail message 
before sending of the electronic mail message; and 

a viewer applet por^on arranged to decrypt a received electronic mail message and 
to permit viewing of the re|:eived electronic mail message before a date, time, or event 

specified by a sender of the^^eceived message, 

\ 
\ 

\^ 

42. A computer program ^s claimed in claim 4 1 , wherein said received electronic mail 

message is encrypted |by a central server and streamed to said viewer applet 

portion, and wherein '^aid viewer applet portion is arranged to decrypt said 

1 

message as it is streamed from said central server. 



43 . A computer program as claimed in claim 4 1 , wherein upon the occurrence of said 
date, time, or event, said jviewer applet portion causes said electronic mail message 
to be erased. 



15 



44. 



45. 



A computer program as 
program is arranged to 



laimed in claim 41, wherein said message origination 
attach a copy of said viewer applet portion to each 



electronic mail message having a specified expiration date, time, or event. 

A computer program as claimed in claim 41, wherein said message origination 
program is further arranged to permit the originator to set handling and processing 
controls, and wherein said viewer applet portion is arranged to implement handling 
and processing controls oiJ a received message. 
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46. A method of distributing applets for viewing electronic files, comprising the steps 
of: 

encrypting the electronic filj^s so that they can only be viewed by the viewer applet; 

transmitting the encrypted^electronic file from a computer of an originator of the 
file to a computer of a recipient aesignated by the originator; 

if the computer of the recipient does not have said viewer applet installed thereon, 
transmitting said viewer applet to the computer of the recipient either before or 
simultaneously with the transmission of the electronic file. 

/ 



47. A method as claimed jin claim 46, further comprising the step of notifying the 

» 

1 0 recipient that an encr>^ted electronic file has been received and that the electronic 

file can only be vieweid upon installation of said viewer applet on the computer of 
the recipient. 



48. A method as claimed in claim 47, wherein the step of notifying the recipient is 

i 

carried out by a central server, said central server also supplying said viewer applet 
15 to said computer of the recipient. 

49. A method as clairied in claim 46, wherein the viewer applet is transmitted 
simultaneously wit i the electronicYile from the computer of the originator to the 
computer of the rec^ipient. 
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50. A method as claimed in claim 46, wherein the electronic file is an electronic mail 
message, ana the viewer applet is transmitted as an attachment to the electronic 
mail message. 
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